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 
    Abstract: This paper presents a strong authentication method by 
examining each user with certain private information related to that 
user. The proposed method constructs a database for all 
authenticated users .Each record in this database is assigned to 
individual users . Some of the fields of user's record are subjected to 
the user as  private questions and he/she must answer these 
questions randomly with a suitable weight assigned to each 
question. The most important property of this method is that the user 
for certain privileges must answer some selected candidate 
questions private to a system group.To get more advanced privileges 
the user must answer a global question (GQ) in the form of 
passphrase supplied by the system manager . 
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INTRODUCTION 
One of the common sensitive application widely used is the 
controlling of personal finances. In these applications there 
are some security risks . In addition , there exist large 
criminal networks  [1]. To overcome this threat , banks had 
studied to use sophisticated authentication mechanisms .The 
most effective solution used by many banking sites had been 
rely on security questions . These questions are divided into 
two types . The first sort asks about sensitive (private)  
information such as social security and bank account 
numbers, and ATM PIN codes and so this type of questions 
is referred as  sensitive security questions. The other type of 
security questions (which is called personal security 
questions ) in which the user is asked about personal history, 
and family background, such as one’s mother’s maiden 
name. These have also been referred to as “Personal 
Verification Questions”. On the other hand , personal 
security questions can be divided into those selected by the 
user, perhaps from a menu of choices, and those specified 
entirely by the institution, such as ZIP code, mother’s 
maiden name, or date of birth. Both sorts of security 
questions differ in a crucial respect from passwords. The 
ideal password is a high entropy string of characters, and is 
chosen entirely by the user, and then memorized. However, 
users are not expected to memorize answers to security 
questions. Instead, the answer should already be part of a 
user’s long-term memory (or, in the case of a bank account 
number, be written down and readily accessible) [2]. 
 
   A commercial authentication technique that had been 
analyzed in the academic literature is email -based 
authentication. This techniques has the ability to receive mail 
 

 

at a prearranged email address and  is used as proof of 
identity. This security analysis of this approach was 
presented by Garfinkel. Garfinkel observes that emailing 
users a link to retrieve new password is often a secure 
technique [3]. 
 
   There are six possible weaknesses in personal security 
questions.  These weakness are inapplicability, ambiguity, 
and lack of memorability — diminish the usability of the 
question, guessability, attackability, and automatic 
attackability — reduce the security provided by a question. 
[4]. In the context of question authentication we must refer to 
knowledge based authentication which is used to verify user's 
identity on the basis of “what you know”. This method 
requires personal knowledge to authenticate individual in 
order to access to the online environment. One example of 
such method is a user-id and password scheme. This example 
is a popular authentication method, because passwords are 
key to authentication and memorable. As analyzed in [5], low 
entropy passwords are prone to dictionary attacks. Another 
example of knowledge based authentication is challenge 
questions or security questions.[6] .This scheme is generally 
used in the banking sector [7] for authentication, and 
corporate email service providers for credential recovery [8].  
 
   Another authentication scheme is Profile Based 
Authentication Framework (PBAF) for student 
authentication in online examinations. This framework uses a 
multi-modal authentication approach to secure online 
examination. The solution comprises of two layers of 
authentication i.e. user-id and password, and challenge 
questions. Initially, a user-id and password can be used to 
login into the online learning environment to carry out 
regular learning activities [9] . 
 
   There is another significant method which is Knowledge 
Based Authentication (KBA) comes from  the need of 
electronic transactions by customers . It tries to authenticate 
the user on the basis of knowledge of some personal 
information, regularly throughout a real-time interactive 
question answer process. [10]. 
 
   Most types of KBA are Personal Identification Numbers 
(PINs) and passwords but these have some limitations, in 
spite of their wide usage [11].The most common problem 
with passwords is that the user will forget it or it is hard to 
remember. Instead we can use challenge questions which  is 
the most accepted method to support recovery [12]. Security 
questions are usually used in e-commerce for fallback 
authentication. Financial institutions are encouraged to 
secure the accounts of their customers, to limit losses due to 
fraud as well as to meet the terms of regulations. Recent 
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research has identified serious security weakness with 
common directorially chosen questions [13]. 
 
   The  authentication system  which requires the user's 
knowledge of something to get an access into the system is 
referred as knowledge based authentication system [14]. This 
needs secret questions to be answered by the user  and 
depends on the type of the application  of how many secret 
questions they require to be answered. The secret questions 
can be dynamic in nature or dynamic. The dynamic secret 
questions mean that they may be considered that the user may 
have no clue as to what the system may ask the secret 
question as whereas in static nature the user is given a choice 
from a range of questions  [15]. 
 
    It is important to use passphrase for ensuring more 
authentication and granting high levels of privileges . A 
passphrase is a sequence of words or other text used to 
control access to a computer system, program or data. A 
passphrase is similar to a password in usage, but is generally 
longer for added security. Passphrases are often used to 
control both access to, and operation of, cryptographic 
programs and systems. Passphrases are particularly 
applicable to systems that use the passphrase as an encryption 
key. The origin of the term is by analogy with password [16]. 
In this paper we use passphrase as private secure sentences to 
represent global questions. 
 
 
RELATED WORKS 
    O’Gorman, Bagga, and Bentley had proposed  a group of 
question-based protocol called Query-Directed Passwords 
(QDP). These questions are joined with other techniques 
(such as PIN, address of physical devices, and client-side 
storage device or wallet card). The aim of this procedure is to 
hide the questions from attackers [17] . Another scheme is 
called preference-based technique proposed by Jakobsson et 
al.    [18]. In this scheme the users are subjected to question in 
order to make a series of preference judgments, and if their 
answers are related or close enough to the user’s 
previously-established preferences, then the users are 
authenticated.  
 
   In most of the security question systems , the users have to 
specify the correct answers in advance. Another scheme 
which is called Adaptive Challenge Question which can 
avoid this by asking users about their browsing history in the 
recent past [19]. Security questions as used today have been 
studied in the past . A set of criteria for evaluating personal 
security questions, and has sketched a number of possible 
design alternatives [20]. In addition to the academic 
researches , the government of Canada has published 
guidelines for security questions in authentication [21]. 
 
   One of the most important of the past studies  is that of 
Haga and Zviran, published in 1991 [22].This system is used 
to ask users some personal security questions and these are 
measured as successful answer rate for the user.   
 
   The recent study of commercial authentication technique is 
that of Mannan and van Oorschot, which examined the 
websites of six financial institutions [23]. The websites they 
observed had surprisingly weak security models, and fairly 

loose length and complexity requirements for both passwords 
and personal security questions. 
 
   Another method by Griffith and Jakobsson who had 
demonstrated that mother’s maiden name, perhaps the 
canonical example of a personal security question, can be 
deduced with significant probability via public records [24]. 
The authors suggested different techniques for deriving 
mothers’ maiden names from public records . In addition the 
user subjected to a number of other security questions about 
names of family members.  
 
PROPOSED SYSTEM 
   First we need to construct a database containing the use's 
information . The table inside the database contains a record 
for each user . The fields are filled with different questions 
and each question has a different weight . The questions are 
classified to two classes . The first class contains private 
data for that user and the second class contain private data 
related to the database manager . The aim of this 
classification is that to check the weights for the answered 
question . The weights of user's private information take 
weights different from that of the database private data. This 
can be used to organize the privileged granted to the user . 
This database is illustrated in Table 1. 
 

Table 1: Database containing secure questions. 

 
Where Qui represents user's questions and QM represents 
manger questions. 
 
   Each question is assigned a weight . Suppose that 
wu1,wu2,….,wun are the weights assigned to each user's 
questions and wm1 , wm2, ….wmm are the weights for the 
manager questions . The threshold for each user's records 
can be computed according to the weights sum of each 
record . This sum of the answered questions are compared 
with this threshold . The system must determine 
authenticated ranges of the answered question in order to 
determine the class of the privileges granted to each user. 
Another important point , the system must determine a low 
weight sum that can be used to reject the user if that sum lies 
in this low level range. The scores gained by each user is 
used to grant him the corresponding privileges of that score. 
So we design a privilege table  like access control matrix as 
shown in table 2. 
 

Table 2: Scores and the Related Privileges 
 

Score  Privileges type 
10-20 Read Only (RO) 
20-30 Write Only(WO) 
30-40 Execute Only(EO) 
40-50 Append Only (AO) 
50-60 RO+EO 
60-70 WO+AO 
70-80 RO+AO 
80-90 RO+WO+EO 
90-100 RO+WO+EO+AO 
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In addition to these questions there is global question (GQ) 
submitted by the system manager . This type of question is 
also private and takes the form of passphrase instead of 
password because of the security strength of the passphrase . 
So each user desires to get more privileges than other must 
give the right passphrase related to him . The score of this 
passphrase is added to the high scores imposed in table 2 
and the user is granted other sensitive accesses such 
accessing some secure fields which are not included in the 
privileges types of table 2. 
 
   Some of the important private secure  questions that can be 
used to authorize the users are found in [15,  2 5] as follows:  
Q1: What is your birth date? 
Variations:     What is your year of birth? 
Q2: What is your social security number? 
Variations:    What are the last four digits of your social 
security number? 
Q3: What is your mother’s maiden name? 
Variations:  What is your father’s middle name? What is your 
spouse’s middle name? What is your first child’s middle 
name? What is your youngest sibling’s middle name? 
Q4: What was the total on your most recent bill? 
Variations: What was the account balance on your most 
recent statement? 
Q5: What high school did you attend? 
Variations: What middle school did you attend? What grade 
school did you attend? What was the name of your high 
school mascot? 
Q6: Where were you born? 
Variations: In what city were you born? In what state were 
you born? Where did you live when you were age 14? 
Q7: What is your favorite TV show? 
Variations: Who is your favorite TV character? Who is your 
favorite TV actor? 
Q8: What is your favorite book? 
Variations: Who is your favorite character in a book? Who is 
your favorite author? 
Q9: What is your favorite animal? 
Variations: What is your favorite type of mammal? What is 
your favorite type of fish? What is your favorite type of bird? 
Q10: What is your pet’s name? 
Variations: What is your favorite pet’s name? What was the 
name of a childhood pet? 
Q11: Who is a memorable person from your childhood? 
Variations: Who was your childhood hero? Who is a 
memorable person to you? 
Q12: What is your father’s surname?  
Q13: What is best friend’s surname? 
Q14 : Who is the favorite hero of your childhood?  
Q15: What was your dream job as a child?  
Q16: What is your home address house name or number?  
Q17: What is your home address town?  
Q18: What is your home telephone number including country 
and area code?  
Q19: What is your mobile number including country code? 
 
   Each of these secure questions has a score depending on 
the degree of privacy of the question . To ensure more 
security and more privilege grant , the user asked to answer 
global question (GQ) . This question has the property of 
perfect security because it is in the form of passphrases 
private to each authenticated user granted from the manager.  
 

RESULTS 
   Table 3  gives some different users without global 
questions for the first trial which asked the numbered 
questions sequentially  . 
 

Table 3 : Different responses of 10 users . 

 
Note : M stands for matched answer and UM stands for 
unmatched answer  
   From this table we see that there are 4 full authenticated 
users (100%) and 3 users are considered unauthenticated . 
The users that must subjected to second trial to prove their 
partial or full authentication are 4 users who get answer 
percentage larger than 50% . Table 4 illustrates the results of 
testing the unmatched answers of those users . 
 
Table 4 : The second Trial of users who gets more than 50% in the first trial. 

 
 
   The authenticated users are granted privilege according to 
their answer percentage . 
 
  To get advanced privileges the manger asks the users to 
provide their global questions in the form of passphrase .The 
score of each global question is 100. Table 5 explains two 
users who wants such privileges .  
 

Table 5 : Results of answering global questions . 
 

 
 
ANALYSIS  and CONCLUSION 
   The authenticated method using the private secure 
questions is considered a strong method for proving the 
authenticity of the users. Our scheme is designed in a 
different way in that it contains global question for each user 
which is in the form of the passphrase  in addition to the 
personal questions . We use the passphrase because of the 
high security of this structure with relative to other pieces of 
secure information such as password. Also this method is 
implemented for different users to answer questions both 
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sequentially and randomly for selecting the available 
questions in the database of the system .  
 
   If we examine the results of this method for the 
authenticated users we get 95% responding to their 
questions because some of the authenticated users may 
forget the correct answer for the first trial , but those when 
examined for the second trial to provide the correct answers 
we get about 99.7 %. These results are obtained after 
examined 200 users. 
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